(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PC I ) 



(19) World Intellectual Property Organization 
International Bureau 

(43) International Publication Date 
27 April 2006 (27.04.2006) 




PCT 



llll II III III llll II II till I II Mil II III! 

(10) International Publication Number 

WO 2006/044622 A2 



(51) International Patent Classification: 
G06F 17/30 (2006.01) 

(21) Internationa] Application Number: 

PCT/US2005/036970 

(22) International Filing Date: 14 October 2005 (14.10.2005) 

(25) Filing Language: English 

(26) Publication Language: English 



(30) Priority Data: 
10/968,487 



1 9 October 2004 (19.1 0.2004) US 



(71) Applicant (for all designated States except US): MACRO- 
VISION CORPORATION [US/US]; 2830 De La Cruz 
Blvd., Santa Clara, CA 95050 (US). 

(72) Inventors; and 

(75) Inventors/Applicants (for US only): RYAN, John, O. 
[US/US]; 1210 Canada Road, Woodside, CA 94062 (US). 
QUAN, Ronald [US/US']; 10910 Wunderlich Drive, Cu- 
pertino, CA 95014 (US). SALTER, James, H. [US/US]; 
105 Thoreau Lane, Folsom, CA 95630 (US). 

(74) Agent: SALTER, James, H.; Patent Department, Macro- 
vision Corporation, 2830 De La Cruz Boulevard, Santa 
Clara, CA 95050 (US). 



(81) Designated States (unless otherwise indicated, for every 
kind of national protection available): A E, AG, A L, AM, 
AT, AU, AZ, BA, BB, BG, BR, BW, BY, BZ, CA, CH, CN, 
CO, CR, CU, CZ, DE, DK, DM, DZ, EC, EE, EG, ES, FI, 
GB, GD, GE, GH, GM, HR, HU, ID, IL, IN, IS, JP, KE, 
KG, KM, KP, KR, KZ, LC, LK, LR, LS, LT, LU, LV, LY, 
MA, MD, MG, MK, MN, MW, MX, MZ, NA, NG, Nl, NO, 
NZ, OM, PG, PH, PL, PT, RO, RU, SC, SD, SE, SG, SK, 
SL, SM, SY, TJ, TM, TN, TR, TT, TZ, UA, UG, US, UZ, 
VC, VN, YU, ZA, ZM, ZW. 

(84) Designated States (unless otherwise indicated, for every 
kind of regional protection available): ARIPO (BW, GH, 
GM, KE, LS, MW, MZ, NA, SD, SL, SZ, TZ, UG, ZM, 
ZW), Eurasian (AM, AZ, BY, KG, KZ, MD, RU, TJ, TM), 
European (AT, BE, BG, CH, CY, CZ, DE, DK, EE, ES, FI, 
FR, GB, GR, HU, IE, IS, IT, LT, LU, LV, MC, NL, PL, PT, 
RO, SE, SI, SK, TR), OAP1 (BF, BJ, CF, CG, CI, CM, GA, 
GN, GQ, GW, ML, MR, NE, SN, TD, TG). 

Published: 

— without international search report and to be republished 
upon receipt of that report 

For two-letter codes and other abbreviations, refer to the "Guid- 
ance Notes on Codes and Abbreviations " appearing at tlie begin- 
ning of each regular issue of the PCT Gazette. 



< 

<N : 

(54) Title: A METHOD AND APPARATUS FOR STORING COPY PROTECTION INFORMATION SEPARATELY FROM 
2 PROTECTED CONTENT 

© 

(57) Abstract: A copy protection system and method enabling storage of copy protection information separately from protected 

content is disclosed. One embodiment includes a mechanism for playing a recording medium, the recording medium having stored 
O thereon a digital content file and a copy protection information file, the mechanism producing a digital content signal from the 
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the mechanism for converting the digital content signal to an analog signal; a copy protection detector connected to the mechanism 
^ for detecting a copy protection trigger present in the digital content signal; and a signal modifier connected to the copy protection 

detector for modifying the analog signal to include the copy protection signal in response to detection of the copy protection trigger. 
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A METHOD AND APPARATUS FOR STORING COPY PROTECTION 
INFORMATION SEPARATELY FROM PROTECTED CONTENT 

BACKGROUND 

1. Field 

Embodiments of the invention relate to the field of analog and digital 
copy protection; and more specifically, to the field of copy protection of content 
stored on digital recordable media. 

2. Description of the Related Art 

Various well known copy protection schemes for video signals include 
those disclosed in U.S. Pat. No. 4,631,603, by John O. Ryan, Dec. 23, 1986 and 
assigned to Macrovision Corporation, directed to modifying an analog video 
signal to inhibit making of acceptable video recordings therefrom. The 4 603 
patent discloses adding a plurality of pulse pairs to the otherwise unused lines of 
a video signal vertical blanking interval, each pulse pair being a negative-going 
pulse followed closely by a positive-going pulse. The effect is to confuse AGC 
(automatic gain control) circuitry of a VCR (video cassette recorder) recording 
such a signal, so that the recorded signal is un-viewable due to the presence of an 
excessively dark picture when the recorded signal is played back. 

Another analog video protection scheme is disclosed in U.S. Pat. No. 
4,914,694 issued Apr. 3, 1990, to Leonard, and assigned to Eidak Corporation. 
The Eidak system (see Eidak Abstract) increases or decreases the length of each 
video field from the standard length, either by changing the time duration of the 
respective horizontal line intervals in each field while keeping a constant, 
standard number of lines per frame, or by changing the number of horizontal line 
intervals which constitute a frame while maintaining the standard duration of 
each line interval. 
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These video protection systems modify the video signal to be recorded 
(for example, on tape, magnetic disk, optical disk, or other recordable media) or 
to be broadcast (for example, protected pay-per-view (PPV) television programs) 
and to make viewable copying by ordinary VCRs or other recordable media 
difficult or impossible. When a video tape, or the like, on which is recorded the 
copy protected video signal is played back for viewing using a VCR or similar 
playback device, the copy protection process is essentially transparent, i.e., it does 
not interfere with viewing the originally recorded content. However, any attempt 
made to copy the video signal from the tape using a second VCR to record the 
output of the first (playback) VCR yields a picture degraded to some extent, 
depending on the efficacy of the particular copy protection system. These 
conventional video copy protection systems protect only analog video signals. 

Also well known are digital video recorders, which both record and play 
back digitally. The advantage to the user of a digital recorder is that so long as the 
signals are recorded and played back in the digital domain, each successive 
generation of copies is without any significant reduction in picture quality, unlike 
the case with conventional analog recording technology. 

Many consumer products today include both digital and analog inputs and 
outputs. Some of these systems have the capability to record and playback digital 
signals, while still having analog output capabilities. Thus, these systems have the 
capability internally to convert input analog signals into digital signals, and play 
back the digital signals as an analog video stream from a digital storage device. A 
digital versatile disk (DVD) player is one example of such a consumer device that 
retains digital video signals and can output a corresponding analog video stream. 
During playback, the digital data stream from an optical disk, for example, may 
be available both as a digital signal for display by a digital television set or 
converted within the device to a conventional analog video output signal (such as 
the NTSC signal used in the United States, or PAL or SECAM used elsewhere). 



2 



WO 2006/044622 



PCTAJS2005/036970 



Because digital video systems are capable of high fidelity reproduction, 
which in turn facilitates high quality copying, it is important that such devices for 
consumer use be designed to inhibit or discourage unauthorized recording. For 
instance, it is important to prevent use of recorders for illegally duplicating 
copyrighted video material, and also to prevent playing back of such illegally 
duplicated material. 

U.S. Patent No. 5,315,448 (the '448 patent), by John 0. Ryan, describes a 
hybrid digital and analog recorder that records digitally and provides copy 
protection in both the digital and analog domains. For externally supplied analog 
video, the recorder detects the presence of copy protection and in response 
disables recording. For externally supplied digital video, both anti-copy bits and 
serial copy protection bits are detected to respectively (1) disable recording and 
(2) prevent later copying by a second digital recorder. For playing back of 
recorded material, the presence of anti-copy bits is detected in the digital 
playback video, and the digital playback video upon being converted to an analog 
signal is modified by an analog video copy protection process. In another 
embodiment of the '448 invention, analog or digital source video material (either 
prerecorded or from an external source) is provided with a copy protection flag or 
trigger. Detection of the flag by a playback device results in modification of the 
played back standard video signal with an analog copy protection process. This 
embodiment is suitable for playback devices where the source video cannot be 
copy protected, but a standard (NTSC) video signal is provided from a played- 
back recording. 

The analog video copy protection process described in the '448 patent 
includes the use of an ACP (anti-copy process) signal generator, such as an 
embodiment described in U.S. Pat. No. 4,631,603. This ACP signal generator 
generates an analog video anti-copy signal. The ACP signal generator then adds 
this analog anti-copy signal to the output signal of a digital to analog converter, 
which has converted the digital video output signal from a DVD, for example, to 
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an analog (for example, NTSC) signal. Alternatively, the ACP signal generator 
can be implemented as shown in above-referenced U.S. Pat. No. 4,914,694 for 
modifying the "TV signal source". It will be apparent to those of ordinary skill in 
the art that other ACP signal generator implementations can be used. Thus, using 
the *448 invention, the analog (NTSC) video signal presented at an analog output 
terminal is an analog video signal modified by the analog anti-copy process. This 
prevents the making of acceptable video recordings on existing analog recording 
devices from the signal provided from the pre-recorded video signal. 

Although the '448 patent describes an effective analog copy protection 
system, it would be beneficial to separate out the particular analog anti-copy 
process from the hardware that actually modifies the analog video signal for 
output to a rendering or recording device. By separating the anti-copy process 
from the signal modification hardware, the system would achieve a level of 
flexibility and configurability not present in systems today. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The present invention is illustrated by way of example and not limitation 
in the figures of the accompanying drawings, in which 

FIG. 1 is a block diagram of a system in accordance with a first 
embodiment. 

FIG. 2 is a block diagram of a system in accordance with a second 
embodiment. 

FIG. 3 is a block diagram of a system in accordance with a third 
embodiment. 

FIG. 4 is a block diagram of a system in accordance with a fourth 
embodiment. 

FIG. 5 is a block diagram of a system in accordance with a fifth 
embodiment. 
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FIG. 6 is a block diagram of a system in accordance with a sixth 
embodiment. 

FIG. 7 is a block diagram of a system in accordance with a sixth 
embodiment. 

FIG. 8 is a block diagram of a system in accordance with a sixth 
embodiment. 

DETAILED DESCRIPTION 

A copy protection system and method enabling storage of copy protection 
information separately from protected content is disclosed. In the following 
detailed description, numerous specific details are set forth in order to provide a 
thorough understanding of the present invention. However, it will be apparent to 
one of ordinary skill in the art that these specific details need not be used to 
practice the present invention. In other circumstances, well-known structures, 
circuits, processes and interfaces have not been shown or described in detail in 
order not to unnecessarily obscure the present invention. 

Referring now to Figure 1, a block diagram illustrates one embodiment of 
the present invention. Figure 1 shows a mechanism 100 for playing a digital 
recording medium 105. One example of such a mechanism is a DVD player or a 
conventional personal computer. The recording medium 105 (e.g. a DVD disk) 
has stored thereon a digital content file 107 and a copy protection information file 
109. The digital content file 107 represents a conventional digitized work, such as 
a video movie. The copy protection information file 109 represents one of several 
alternative embodiments of a set of information used to implement an analog 
copy protection process, such as the process described above in relation to the 
'603, '694, and '448 patents. In one embodiment, the file 109 is a digitized 
analog copy protection waveform that can be conveniently added to a digital 
content signal produced from the digital content file 107. For example, file 109 
can represent a horizontal/vertical synch structure for a conventional television 
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set or video monitor. Alternatively, file 109 can represent an entire vertical 
blanking interval line for a conventional television set or video monitor. Other 
equivalent implementations of the copy protection information file 109 will be 
apparent to those of ordinary skill in the art in light of this disclosure. Further, the 
copy protection information in file 109 can be encoded in a number of 
conventional ways. In one embodiment, the copy protection information in file 
109 can be a raw digitized waveform. In other embodiments, the copy protection 
information in file 109 can be digitized data in combination with a metadata 
portion that specifies the particular type of encoding used. In still other 
embodiments, copy protection information in file 109 can be a mathematical 
model representation or a programmatic representation that defines the static and 
dynamic elements of the copy protection waveform. 

The mechanism 100 for playing the recording medium 105 produces a 
conventional digital content signal from the digital content file 107. This digital 
content signal is provided as an input to a digital-to-analog converter (DAC) 130 
through a signal modifier 120. The DAC 130 receives the digital content signal 
from signal modifier 120 and produces a corresponding analog content signal 
(e.g. an NTSC video signal). 

Prior to conversion to the analog domain, the digital content signal is also 
provided as an input to a Copy Protection (CP) detector 110, as shown in Figure 
1. CP detector 110 decodes a copy protection trigger encoded into the digital 
content. The '448 patent summarized above describes an implementation of a CP 
detector 110 for detecting copy protection trigger bits in a digital content signal. 
The output of CP detector 110 is connected to signal modifier 120. Signal 
modifier 120 is used to modify the digital content signal to add in a copy 
protection signal for output to DAC 130, if the CP detector 110 detects the 
presence of a copy protection trigger in the digital content. If the CP detector 1 10 
does not detect the copy protection trigger, the digital content signal is passed to 
DAC 130 in an unmodified form. If the copy protection trigger is detected, the 
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signal modifier 120 obtains the copy protection signal from the copy protection 
file 109 resident on digital media 105. The signal modifier 120 
modifies/augments the digital content signal with the copy protection signal and 
outputs a modified signal to DAC 130, which produces a modified analog output 
signal 150 with an embedded copy protection signal. In a manner similar to the 
technology described the '603, '694, and '448 patents, the modified analog signal 
150 can be used to prevent unauthorized copying of the analog signal, thereby 
protecting the corresponding content. In one embodiment, the analog output 
signal is a conventional NTSC video signal with an embedded analog copy 
protection (ACP) signal. 

Referring now to Figure 2, an alternative embodiment is illustrated. As 
shown in Figure 2, the embodiment includes a mechanism 200 for playing a 
digital recording medium 205. Similar to the implementation shown in Figure 1, 
one example of such a mechanism is a DVD player or a personal computer. The 
recording medium 205 has stored thereon a digital content file 207. In contrast to 
the embodiment shown in Figure 1, the copy protection information file 209 is 
not embodied on digital media 205. Rather, the copy protection file 209 is stored 
separately on either a permanent or removable memory device accessible to 
mechanism 200. Various conventional memory devices may be used to retain the 
copy protection file 209. For example, a flash memory or other type of 
semiconductor memory can be inserted into mechanism 200. A conventional 
removable card with a magnetic strip or electric interface can also be used. Using 
any of these various conventional means, the copy protection file 209 can be 
accessed by the signal modifier 220 and used to modify the digital content signal 
in the manner described above in relation to Figure 1. The copy protection file 
209 can take any of the forms described above in relation to Figure 1. The 
embodiment shown in Figure 2 has the advantage that the digital media 205 does 
not need to be modified to retain the copy protection file. In all other respects, the 
embodiment shown in Figure 2 operates similarly to the embodiment shown in 
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Figure I and produces the modified analog output signal 150, if CP detector 110 
detects the copy protection trigger in the digital content signal. 

Referring now to Figure 3, another alternative embodiment is illustrated. 
As shown in Figure 3, the embodiment includes a mechanism 300 for playing a 
digital recording medium 205. Similar to the implementation shown in Figure 1, 
one example of such a mechanism is a DVD player or a personal computer. The 
recording medium 205 has stored thereon a digital content file 207. In contrast to 
the embodiments shown in Figures 1 and 2, the copy protection information file 
309 is not embodied on digital media 205 nor stored locally on a memory device 
directly accessible to mechanism 300. Rather, the copy protection file 309 is 
stored remotely from the mechanism 300 and made accessible via a conventional 
network connection 315. Using conventional techniques, the copy protection file 
309 can be obtained via a communication or transmission link with a network 
connection 315 (e.g. the Internet) and provided as an input to signal modifier 320. 
In the manner described above, the copy protection file 309 can be accessed by 
the signal modifier 320 and used to modify the digital content signal in the 
manner described above in relation to Figure 1. The copy protection file 309 can 
take any of the forms described above in relation to Figure 1. In a typical 
embodiment, the copy protection trigger bits in the digital content signal detected 
by CP detector 110 can also be used to trigger the mechanism 300 to require 
access to the copy protection file 309 via Internet 315. In this manner, the 
playback of the content 207 could be inhibited until the file 309 is obtained. The 
embodiment shown in Figure 3 has the advantage that the digital media 205 does 
not need to be modified to retain the copy protection file. Further, the copy 
protection file 309 can be remotely stored and thus can be updated more readily. 
In all other respects, the embodiment shown in Figure 3 operates similarly to the 
embodiment shown in Figure 1 and produces the modified analog output signal 
150, if CP detector 110 detects the copy protection trigger in the digital content 
signal. 
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Referring now to Figure 4, another alternative embodiment is illustrated. 
As shown in Figure 4, the embodiment includes a mechanism 400 for playing a 
digital recording medium 205. Similar to the implementation shown in Figure 1, 
one example of such a mechanism is a DVD player or a personal computer. The 
recording medium 205 has stored thereon a digital content file 207. Similar to the 
embodiment shown in Figure 3, the embodiment shown in Figure 4 includes a 
copy protection file 409 stored remotely from the mechanism 400 and made 
accessible via a conventional network connection 315. In contrast to Figure 3, the 
mechanism 400 includes a copy protection file storage component 417 to locally 
store a copy of the copy protection file 409 as received via a conventional 
network connection. In real-time or during a set-up initialization phase, 
mechanism 400 accesses the copy protection file 409 via a network connection 
315 (e.g. the Internet). The obtained copy protection file 409 is stored locally in 
storage component 417 for later use by signal modifier 420. In the manner 
described above, the copy protection file 409 can be accessed from storage 
component 417 by the signal modifier 420 and used to modify the digital content 
signal in the manner described above in relation to Figure 1. The copy protection 
file 409 can take any of the forms described above in relation to Figure 1. The 
embodiment shown in Figure 4 has the advantage that the copy protection file 
409 can be remotely stored and thus updated more readily; yet, a copy of the copy 
protection file 409 can be obtained and stored locally in the mechanism 400 for 
better efficiency. In all other respects, the embodiment shown in Figure 4 
operates similarly to the embodiment shown in Figure 1 and produces the 
modified analog output signal 150, if CP detector 110 detects the copy protection 
trigger in the digital content signal. 

Referring now to Figure 5, another alternative embodiment is illustrated. 
As shown in Figure 5, the embodiment includes a mechanism 500 for playing a 
digital recording medium 505. Similar to the implementation shown in Figure 1, 
one example of such a mechanism is a DVD player or a personal computer. The 
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recording medium 505 has stored thereon a digital content file 507 and a copy 
protection information file 509. In contrast to the embodiment shown in Figure 1, 
the mechanism 500 does not include a CP detector 110. In the embodiment 
shown in Figure 5, the signal modifier 520 always applies the copy protection 
signal as an input to DAC 130. In this embodiment, there is no detection of a 
copy protection trigger in the digital content signal as in the embodiment shown 
in Figure 1. Rather, the mechanism 500 always applies the copy protection 
process defined in the copy protection file 509 regardless of any trigger in the 
digital content. Because the particular copy protection process embodied in the 
copy protection file 509 can be configured for a particular class or type of digital 
content embodied in the digital content file 507, the selectable application of the 
copy protection signal is not required. In another embodiment, the copy 
protection process defined in the copy protection file 509 can be essentially null. 
By creating a null copy protection file 509, the modification of the analog output 
signal can be prevented in a manner similar to the result obtained when no copy 
protection trigger is detected in the digital content signal as in the embodiment of 
Figure 1. Using any of various conventional means, the copy protection file 509 
can be accessed by the signal modifier 520 and used to modify the digital content 
signal in the manner described above in relation to Figure 1. The copy protection 
file 509 can take any of the forms described above in relation to Figure 1. The 
embodiment shown in Figure 5 has the advantage that the mechanism 500 
contains fewer parts and thus is less expensive. In all other respects, the 
embodiment shown in Figure 5 operates similarly to the embodiment shown in 
Figure 1 and produces the modified analog output signal 150. 

Referring now to Figure 6, another alternative embodiment is illustrated. 
As shown in Figure 6, the embodiment includes a mechanism 600 for playing a 
digital recording medium 605. Similar to the implementation shown in Figure 1, 
one example of such a mechanism is a DVD player or a personal computer. The 
recording medium 605 has stored thereon a digital content file 607. Similar to the 
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embodiments shown in Figures 2-4, the copy protection file 609 is stored 
separately from digital media 605. In contrast to the embodiment shown in Figure 
1, the mechanism 600 does not include a CP detector 110. In the embodiment 
shown in Figure 6, the signal modifier 620 always applies the copy protection 
signal as an input to DAC 130. In this embodiment and similar to the embodiment 
shown in Figure 5, there is no detection of a copy protection trigger in the digital 
content signal as in the embodiment shown in Figure 1. Rather, the mechanism 
600 always applies the copy protection process defined in the copy protection file 
609 regardless of any trigger in the digital content. Similar to the embodiments of 
Figures 2-4, the copy protection file 609 can be obtained from a separate memory 
device or via a network connection and used to modify the digital content signal 
in the manner described above in relation to Figure 1. The copy protection file 
609 can take any of the forms described above in relation to Figure 1. The 
embodiment shown in Figure 6 has the advantage that the mechanism 600 
contains fewer parts and thus is less expensive and the digital media 605 does not 
need to be modified to retain the copy protection file 609. In all other respects, 
the embodiment shown in Figure 6 operates similarly to the embodiment shown 
in Figure 1 and produces the modified analog output signal 150. 

As illustrated in Figures 7 and 8, the various embodiments illustrated in 
Figures 1-6 and described above can be implemented with systems that receive a 
video feed 705 from various sources, such as broadcast video programming, 
multicast, webcast, video-teleconferencing, and the like. As shown in Figure 7, an 
alternative embodiment includes a mechanism 700 for receiving and rendering a 
broadcast digital signal 707 in which a copy protection signal 709 and a copy 
protection trigger is encoded. Similar to the implementation shown in Figure 1, 
the signal modifier 720 receives both the broadcast digital signal 707 and the 
copy protection signal 709. As in the embodiment of Figure 1, the broadcast 
digital signal 707 is also provided as an input to the Copy Protection (CP) 
detector 1 10. CP detector 1 10 decodes a copy protection trigger encoded into the 
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broadcast digital signal 707. The '448' patent summarized above describes an 
implementation of a CP detector 1 10 for detecting copy protection trigger bits in 
a digital signal 707. The output of CP detector 110 is connected to the signal 
modifier 720. In this embodiment, signal modifier 720 is used to modify the 
broadcast digital signal 707 to selectively strip the copy protection signal 709 
from the broadcast digital signal 707 prior to outputting the modified signal to 
DAC 130, if the CP detector 110 detects the absence of a copy protection trigger 
in the broadcast digital signal 707. If the CP detector 1 10 detects the presence of a 
copy protection trigger in the broadcast digital signal 707, the signal modifier 720 
leaves the copy protection signal 709 intact and still encoded into the broadcast 
digital signal 707. The unmodified broadcast digital signal 707 is then sent to 
DAC 130 for conversion to the analog domain. This embodiment enables the 
selective stripping of the copy protection signal 709 from the broadcast digital 
signal 707. The embodiment also enables the copy protection signal 709 to be 
processed separately from the copy protection trigger upstream from the 
mechanism 700. 

Referring to Figure 8, another embodiment illustrates a system similar to 
the embodiment shown in Figure 7 wherein the mechanism 800 receives a video 
feed 805 from various sources, such as broadcast video programming, multicast, 
webcast, video-teleconferencing, and the like. In contrast to Figure 7, the 
mechanism 800 receives the broadcast digital signal 807 in which only a copy 
protection trigger is encoded. Unlike the embodiment of Figure 7, the copy 
protection signal produced from copy protection information file 809 is not 
encoded into the broadcast digital signal 807. Rather, the copy protection 
information file 809 is stored separately on either a permanent or removable 
memory device accessible to mechanism 800. As described above, various 
conventional memory devices may be used to retain the copy protection 
information file 809. Similarly, as shown in Figures 3-4, the copy protection 
information file 809 can be obtained from a network accessible source. Using any 
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of these various means, the copy protection information file 809 can be accessed 
by the signal modifier 220 and used to produce the copy protection signal and to 
modify the broadcast digital signal 807 in the manner described above in relation 
to Figures 1-6. The embodiment shown in Figure 8 has the advantage that the 
source of the digital content can be from a broadcast, multicast, or webcast 
source. This embodiment might be used in a set-top box or a personal video 
recorder (PVR), for example. In all other respects, the embodiment shown in 
Figure 8 operates similarly to the embodiments shown in Figures 1-6 and 
produces the modified analog output signal 150, if CP detector 110 detects the 
presence of the copy protection trigger in the broadcast digital signal 807. 

Thus, a copy protection system and method enabling storage of copy 
protection information separately from protected content is disclosed. The above 
description is illustrative and not limiting; further modifications will be apparent 
to one of ordinary skill in the art in light of this disclosure. 
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CLAIMS 

We claim: 

1. An apparatus, comprising: 

a mechanism for playing a recording medium, the recording medium having 
stored thereon a digital content file and a copy protection information file, the 
mechanism producing a digital content signal from the digital content file and a 
copy protection signal from the copy protection file; 

a digital to analog converter operatively connected to the mechanism for 
converting the digital content signal to an analog signal; 

a copy protection detector connected to the mechanism for detecting a copy 
protection trigger present in the digital content signal; and 

a signal modifier connected to the copy protection detector for modifying the 
analog signal to include the copy protection signal in response to detection of the 
copy protection trigger. 

2. The apparatus of claim 1, wherein the digital content signal and the analog 
signal are video signals. 

3. The apparatus of claim 1, wherein the copy protection signal is an ACP 
waveform. 

4. An apparatus, comprising: 

a mechanism for playing a recording medium, the recording medium having 
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stored thereon a digital content file, the mechanism producing a digital content 
signal from the digital content file; 

a copy protection information storage device having stored thereon a copy 
protection information file, the storage device providing a copy protection signal 
from the copy protection information file; 

a digital to analog converter operatively connected to the mechanism for 
converting the digital content signal to an analog signal; 

a copy protection detector connected to the mechanism for detecting a copy 
protection trigger present in the digital content signal; and 

a signal modifier connected to the copy protection detector and the storage device 
for modifying the analog signal to include the copy protection signal in response 
to detection of the copy protection trigger. 

5. The apparatus of claim 4, wherein the digital content signal and the analog 
signal are video signals. 

6. The apparatus of claim 4, wherein the copy protection signal is an ACP 
waveform. 

7. An apparatus, comprising: 

a mechanism for playing a recording medium, the recording medium having 
stored thereon a digital content file, the mechanism producing a digital content 
signal from the digital content file; 
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a remote copy protection information storage device for retaining a copy 
protection information file accessible via a network, the copy protection 
information file providing a copy protection signal; 

a digital to analog converter opera tively connected to the mechanism for 
converting the digital content signal to an analog signal; 

a copy protection detector connected to the mechanism for detecting a copy 
protection trigger present in the digital content signal; and 

a signal modifier connected to the copy protection detector and the storage device 
for modifying the analog signal to include the copy protection signal in response 
to detection of the copy protection trigger. 

8. The apparatus of claim 7, wherein the digital content signal and the analog 
signal are video signals. 

9. The apparatus of claim 7, wherein the copy protection signal is an ACP 
waveform. 

10. An apparatus, comprising: 

a mechanism for playing a recording medium, the recording medium having 
stored thereon a digital content file, the mechanism producing a digital content 
signal from the digital content file; 

a copy protection information storage device for receiving a copy protection 
information file via a network, the storage device providing a copy protection 
signal from the received copy protection information file; 
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a digital to analog converter operatively connected to the mechanism for 
converting the digital content signal to an analog signal; 

a copy protection detector connected to the mechanism for detecting a copy 
protection trigger present in the digital content signal; and 

a signal modifier connected to the copy protection detector and the storage device 
for modifying the analog signal to include the copy protection signal in response 
to detection of the copy protection trigger. 

11. The apparatus of claim 10, wherein the digital content signal and the analog 
signal are video signals. 

12. The apparatus of claim 10, wherein the copy protection signal is an ACP 
waveform. 

13. An apparatus, comprising: 

a mechanism for playing a recording medium, the recording medium having 
stored thereon a digital content file and a copy protection information file, the 
mechanism producing a digital content signal from the digital content file and a 
copy protection signal from the copy protection file; 

a digital to analog converter operatively connected to the mechanism for 
converting the digital content signal to an analog signal; and 

a signal modifier connected to the mechanism for modifying the analog signal to 
include the copy protection signal. 
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14. The apparatus of claim 13, wherein the digital content signal and the analog 
signal are video signals. 

15. The apparatus of claim 13, wherein the copy protection signal is an ACP 
waveform. 

16. An apparatus, comprising: 

a mechanism for playing a recording medium, the recording medium having 
stored thereon a digital content file, the mechanism producing a digital content 
signal from the digital content file; 

a copy protection information storage device having stored thereon a copy 
protection information file, the storage device providing a copy protection signal 
from the copy protection information file; 

a digital to analog converter operatively connected to the mechanism for 
converting the digital content signal to an analog signal; and 

a signal modifier connected to the storage device for modifying the analog signal 
to include the copy protection signal. 

17. The apparatus of claim 16, wherein the digital content signal and the analog 
signal are video signals. 

18. The apparatus of claim 16, wherein the copy protection signal is an ACP 
waveform. 

19. An apparatus, comprising: 

a mechanism for receiving a digital content signal from a digital content source; 
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a copy protection information storage device having stored thereon a copy 
protection information file, the storage device providing a copy protection signal 
from the copy protection information file; 

a digital to analog converter operatively connected to the mechanism for 
converting the digital content signal to an analog signal; 

a copy protection detector connected to the mechanism for detecting a copy 
protection trigger present in the digital content signal; and 

a signal modifier connected to the copy protection detector and the storage device 
for modifying the analog signal to include the copy protection signal in response 
to detection of the copy protection trigger. 

20. The apparatus of claim 19, wherein the digital content signal and the analog 
signal are video signals. 

21. The apparatus of claim 19, wherein the copy protection signal is an ACP 
waveform. 

22. A method, comprising: 

playing a recording medium, the recording medium having stored thereon a 
digital content file and a copy protection information file; 

producing a digital content signal from the digital content file and a copy 
protection signal from the copy protection file; 

converting the digital content signal to an analog signal; 
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detecting a copy protection trigger present in the digital content signal; and 

modifying the analog signal to include the copy protection signal in response to 
detection of the copy protection trigger. 

23. The method of claim 22, wherein the digital content signal and the analog 
signal are video signals. 

24. The method of claim 22, wherein the copy protection signal is an ACP 
waveform. 

25. An method, comprising: 

playing a recording medium, the recording medium having stored thereon a 
digital content file; 

producing a digital content signal from the digital content file; 
retrieving a copy protection information file; 

producing a copy protection signal from the copy protection information file; 

converting the digital content signal to an analog signal; 

detecting a copy protection trigger present in the digital content signal; and 

modifying the analog signal to include the copy protection signal in response to 
detection of the copy protection trigger. 
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26. The method of claim 25, wherein the digital content signal and the analog 
signal are video signals. 

27. The method of claim 25, wherein the copy protection signal is an ACP 
waveform. 

28. A method, comprising: 

receiving a digital content signal from a digital content source; 
retrieving a copy protection information file; 

producing a copy protection signal from the copy protection information file; 

converting the digital content signal to an analog signal; 

detecting a copy protection trigger present in the digital content signal; and 

modifying the analog signal to include the copy protection signal in response to 
detection of the copy protection trigger. 

29. The method of claim 28, wherein the digital content signal and the analog 
signal are video signals. 

30. The method of claim 28, wherein the copy protection signal is an ACP 
waveform. 
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